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Appendix 1

to the Novo Nordisk Binding Corporate Rules 
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1 Introduction
1.1 The GDPR gives data subjects whose personal data is being processed in scope of the geo-

graphical and material scope of the GDPR, the right to be informed of whether any personal 

1.2 Data subjects whose personal data is processed or transferred between Novo Nordisk Entities, 
as defined in the BCR, will also benefit from the Data Subject Rights. This procedure explains 
how Novo Nordisk deals with a Data Subjects Rights Request relating to such personal data 

1.3 A data subject making a Request to a Novo Nordisk Entity under this procedure is entitled to:

a) Be informed whether the Novo Nordisk Entity is processing personal data about that data 
subject.

b) Be given at least the following information:

i. the purposes of the processing, 

ii. the categories of personal data concerned, 

iii. the recipients or categories of recipients to whom the personal data are disclosed, in 
particular recipients in Third Countries or international organisations,

iv. the envisaged period for which the personal data will be stored, or, if not possible, the 
criteria used to determine that period, 

v. the existence of the right to Request from the Novo Nordisk Entity, acting as a con-
troller, rectification or erasure of personal data or restriction of processing of personal 
data concerning the data subject or to object to such processing, 

vi. the right to lodge a complaint with an EEA Supervisory Authority, 

vii. the right at any time to object to the processing of personal data concerning the data 

cessing of personal data is based on a balancing of interests, including against being 
subject to automated decision making such as profiling, which produces legal effects 
or significantly affects the data subjects,

viii. where personal data are transferred to a Third Country or to an international organi-
sation, the appropriate safeguards pursuant to Article 46 of the GDPR, see Appendix 
8 (Referenced Articles of the GDPR) relating to the transfer,
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ix. where the personal data are not collected from the data subject, any available infor-
mation as to their source, and

x. whether automated decision making will be applied to the personal data, including 
information on the logic involved in such decision making and the significance and 
envisaged consequences of such processing.

c) Communication in intelligible form of the personal data held by the Novo Nordisk Entity.

d) The rectification, erasure or restriction of personal data the processing of which does not com-
ply with the provisions of the BCR or applicable law, in particular because of the incomplete 
or inaccurate nature of the data;

e) Erasure of personal data where:

i. the personal data are no longer necessary in relation to the purposes for which they 
are collected or otherwise processed;

ii. the data subject withdraws consent and where there is no other legal ground for the 
processing;

iii.
iv. the data subject objects to the processing and there are no overriding legitimate 

grounds for the processing, or the data subject objects to processing of the data sub-

v. the personal data have been unlawfully processed; 

vi. the personal data have to be erased for compliance with a legal obligation in EU or 
Member State law to which the controller is subject; 

vii. the personal data have been collected in relation to the offer of information society 
services directly to a child;

f) Notification to third parties to whom the data has been disclosed of any rectification, erasure 
or restriction carried out in compliance with Clause 7.2.2(b), (c), and (d) of the BCR Policy, 
unless this proves impossible or involves a disproportionate effort, without constraint, at rea-
sonable intervals and without excessive delay or expense. The response may be in a written 
form (e-mail is sufficient);

g)

i. the accuracy of the personal data is contested by the data subject, for a period ena-
bling the Novo Nordisk Entity to verify the accuracy of the personal data; 
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ii. the processing is unlawful, and the data subject opposes the erasure of the personal 
data and Requests the restriction of their use instead; 

iii. the Novo Nordisk Entity no longer needs the personal data for the purposes of the 
processing, but they are required by the data subject for the establishment, exercise or 
defence of legal claims; or

the data subject has objected to processing pending the verification whether the legiti-
mate grounds of the Novo Nordisk Entity override those of the data subject;

h)
where the processing of personal data is based on legitimate interests of the controller or of a 
third party, including profiling based on legitimate interests and processing by the controller. 
Further:

i. where personal data are processed for direct marketing purposes, the data subject 
shall have the right to object at any time to processing of personal data concerning 
him or her for such marketing, which includes profiling to the extent that it is related 
to such direct marketing;

ii. where the data subject objects to processing for direct marketing purposes, the per-
sonal data shall no longer be processed for such purposes;

iii. at the latest at the time of the first communication with the data subject, the right to 
object, including for direct marketing purposes, shall be explicitly brought to the at-
tention of the data subject and shall be presented clearly and separately from any 
other information;

iv. in the context of the use of information society services, and notwithstanding Di-
rective 2002/58/EC, the data subject may exercise his or her right to object by auto-
mated means using technical specifications. 

i) The right not to be subject to a decision based solely on automated processing, including pro-
filing, which produces legal effects concerning him or her or similarly significantly affects him 
or her.

1.4 The data subject making a Request may do so in writing. Without excluding other means of 
communication, Requests may be in writing and can for an example be submitted via Novo 

e-mail to Privacy@novonordisk.com. The Request must be made 
by the data subject to the DPO. The Data Ethics and Privacy Advice team assists the DPO with 
handling any such Request. Relevant contact information can be found in respective privacy 
notices and are also listed on Novo Nordisk website, https://www.novonordisk.com/data-pri-
vacy-and-user-rights.html.
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1.5 The data subject making the Request is obliged to provide necessary information required to 
confirm its identity before the Request is processed by the relevant Novo Nordisk Entity, in-
cluding specification of the Data Subject Rights the data subject wish to exercise. As a general 
rule, no fee will be applied by the Novo Nordisk Entities for the processing of the Request. 
Where Requests from a data subject are manifestly unfounded or excessive, in particular be-
cause of their repetitive character, the Novo Nordisk Entity receiving a data subject Request 
may charge a reasonable fee, taking into account the administrative costs of providing the in-
formation or communication or taking the action requested.

1.6 Subject to Article 1.5, a Novo Nordisk Entity must respond to a Request within one (1) month 
of receipt of the Request. The period may be extended by two further months where necessary, 
taking into account the complexity and number of Requests. The Data Ethics and Privacy Ad-
vice team must inform the data subject of any such extension within a maximum of four weeks 
of receipt of the Request, together with the reasons for the delay.

1.7 The Novo Nordisk Entity may ask for information which the Novo Nordisk Entity may reason-
ably require in order to confirm the identity of the data subject making the Request and to lo-
cate the information which that data subject seeks. 

2 Procedure
2.1 Receipt of a Request
2.1.1 If any employee or subcontractor of a Novo Nordisk Entity receives any Request from a data 

quest to the Data Ethics and Privacy Advice team or the DPO immediately upon receipt, indi-
cating the date on which the Request was received together with any other information, which 
may assist the Data Ethics and Privacy Advice team or DPO in dealing with the Request.

2.1.2 The Request does not have to be official or mention data protection law to qualify as a Data 
Subject Rights Request.

2.2 Initial Steps
2.2.1 The Data Ethics and Privacy Advice team will make an initial assessment of the Request to de-

cide whether it is a valid Request according to applicable law and this procedure and whether, 
any further information, including confirmation of identity, is required.

2.2.2 The Data Ethics and Privacy Advice team will contact the data subject in writing to confirm 
receipt of the Request, seek confirmation of identity or further information, if required, or de-
cline the Request if one of the exemptions to subject access applies. 

2.3 Exemptions to Data Subject Rights:
2.3.1 A Request may be refused on the following grounds:

a) where the Request is made to a Novo Nordisk Entity established within the EEA, and
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b) the Request relates to the use or collection of personal data by that Novo Nordisk Entity on a 
data subject covered by the GDPR, and

c) where the refusal to provide the information is consistent with the law of the Member State in 
which the Novo Nordisk Entity is established; or

d) where Request(s) from a data subject are manifestly unfounded or excessive, in particular be-
cause of their repetitive character.

2.4 The Search and the Response
2.4.1 The Data Ethics and Privacy Advice team will, where necessary in cooperation with the rele-

vant employees in the Novo Nordisk entity, arrange a search of relevant electronic and paper 
filing systems. 

2.4.2 The personal data requested will be collated by the Data Ethics and Privacy Advice team into a 
readily understandable format (internal codes or identification numbers used at the Novo 
Nordisk Entity that correspond to personal data shall be translated before being disclosed). A 
cover letter will be prepared by the Data Ethics and Privacy Advice team which includes infor-
mation required to be provided in response to a Request.

2.4.3 Where the provision of the information in permanent form is not possible or in cases where 
the interests of the data subject outweigh, the communication may, however, be given in the 
form of oral information about the contents of the data. In such circumstances the data sub-
ject may be offered the opportunity to have access to the information by inspection in attend-
ance of a Novo Nordisk employee appointed by the Data Ethics and Privacy Advice team, or to 
receive the information in another form.

2.5 Request for deletion, rectification or restriction of personal data

2.5.1
sonal data, such a Request must be considered and dealt with as appropriate by the Data Eth-
ics and Privacy Advice team.

2.5.2
mation must be rectified or updated accordingly if the Novo Nordisk Entity is satisfied that 
there is a legitimate basis for doing so.

2.5.3
freedoms of the data subject are prejudiced by virtue of such processing by a Novo Nordisk 
Entity, or on the basis of other compelling legitimate grounds, the matter will be assessed by 
the Data Ethics and Privacy Advice team and consult the DPO if necessary. Where the pro-
cessing undertaken by a Novo Nordisk Entity is required by Member State law, the Request 
will not be regarded as valid. However, the Request from the data subject will in any case be 
dealt with and a reply will be provided to the data subject.
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2.5.4 All queries and Requests relating to this procedure are to be addressed to the Data Ethics and 
Privacy Advice team or to the DPO. 

3 Complaint handling
3.1.1 The data subjects whose personal data is collected or otherwise processed is entitled to file a 

complaint to an EEA Supervisory Authority of competent jurisdiction or with a court as de-
scribed in Appendix 3 (Complaint Handling Procedure), even if they have not beforehand 
filed a complaint with the relevant Novo Nordisk Entity.

4 Further information and review procedure 
4.1.1 If any more information about this procedure or any other aspect of Data Subject Rights is 

needed, please contact:
Novo Nordisk A/S
Novo Alle 1
DK-2880 Bagsværd
Denmark
E-Mail: Privacy@novonordisk.com
Website: https://www.novonordisk.com/data-privacy-and-user-rights.html

4.1.2 This procedure will be reviewed and considered in line with applicable laws and case law on 
Data Subject Rights cases and subject to procedures under the BCR.
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